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Exercises :

1. What does CISSP stand for? Use the Internet to identify the ethical rules CISSP holders
have agreed to follow.
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2. For what kind of information security jobs does the NSA recruit? Use the Internet to
visit its Web page and find out.

3. Using the resources in your library, find out what laws your state has passed to prose-
cute computer crime.

4. Using a Web browser, go to www.eff.org. What are the current top concerns of this bttp:/lcsre.nist
organization? 6. EPIC. “Tp, h._
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5. Using the ethical scenarios presented earlier in this chapter in the Offline feature called lerypto/clipper,

“The Use of Scenarios in Computer Ethics Studies,” finish each of the incomplete states
ments and bring your answers to class to compare them with those of your peers.
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Case Exercises

Iris called the company’s security hotline. The hotline is an anonymous way to report susj
cious activity or abuse of company policy, although Iris chose to identify herself. The ne
morning, she was called to a meeting with an investigator from corporate security, which
to more meetings with others from corporate security and then with the director of hu

resources and Gladys Williams, the CIO of SLS.

Discussion Questions

1. Should Iris have approached Henry directly, or was the hotline the most effective
to take action? Why do you think so?

2. Should Gladys call the legal authorities? Which agency should she call?

3. Do you think this matter needs to be communicated elsewhere inside the compan
Who should be informed and how? How about outside the company?

Ethical Decision Making

It seems obvious that Henry is doing something wrong. Do you think Henry acted i
ical manner? Did Iris act in an ethical manner by determining the owner of the flasl
Assuming that this incident took place in the United States, what law or laws has H
lated? Suppose Iris had placed the flash drive back at the coffee station and for
whole thing. Explain why her action would have been ethical or unethical.
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